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Abstract

This paper presents a solution for detecting and recovery for the spoof error of Global Positioning
System receiver signals, in order to increase the accuracy of the navigation system integrating inertial
systems with GPS signals. Integrated inertial navigation and GPS data has many advantages.
However, due to the weakness of satellite signals against jamming and spoof attacks of providing
analytical solutions, they have a special place in improving Kalman filter estimation compared to
hardware solutions. In this paper, a new method for loosely coupled of INS/GPS is presented, in which
the steady state of Kalman matrix gain parameters is used during deception detection and recovery.
With the gain parameters of the Kalman filter tending to constant values, with the aim of correcting
and predicting the error of state variables, it can be used to detect GPS spoofed data. It can be detected
by spoof in the GPS receiver signal when couple with inertial waves through the amount of Kalman
filter gain fluctuations. In the case of closed loop, the Kalman filter's gain matrix denominators tend
to a constant value, and in case of deception, this function is associated with many fluctuations. By

using dynamic weighting, the effect of errors caused by these attacks is recovered.
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1. Introduction

There are many positive and negative advantages in
examining the features of GPS and Inertial Navigation
System satellite systems [1-6].

The inertial navigation system is a autonomous system and
has good short-term navigation accuracy with internal
control and 200 Hz bandwidth [1,2].

This data includes altitude the position and speed of the vehicle.
Inertial navigation systems are uncertain for long-term
errors and these errors will grow significantly without
limits. In contrast to the GPS navigation system, they have
long-term accuracy [4-6].

GPS requires a direct line of more than four satellites, which
is not possible in some positions because satellite signals
lose energy when passing through tall buildings and even
jamming [1, 2].

By using the complementary features of inertial and
satellite navigation systems, the weakness of each is
eliminated and a more accurate and resistant navigation
solution is provided So far, various types of INS/GPS data
integration have been presented in order to achieve the

most benefits and better and more reliable applications, the
most important of which are Loosely Coupled, Tightly
Coupled and ultra- Tightly Coupled [6-8].

In the Loosely Coupled of inertial and satellite navigation
systems, each separately provides navigation solutions.
One of the most important dangers of GPS signals is spoof,
for which several solutions have been introduced to
identify and compensate [9, 10].

In some references, using the limits of the nominal error of inertial
sensors, it has been used to detect deception and has provided an
improved solution based on the data before the forgery [11,12].
The difference between this report and reference [11] is in
the detection of Spoof attacks. This report uses the error
range of inertial systems to identify Spoof attacks that have
been used more than this range.

This report uses the error covariance Kalman filter, which
is impervious to spoofing attacks.

One of the weaknesses of reference [11] is the inability
to identify hard spoof attacks. Because some spoof
attacks affect the position and speed step by step within
the range of errors of inertial systems.
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2. Navigation error model in INS equations

In this section, the inertial navigation error model for
position, velocity, attitude, gyroscope bias error and
accelerometer bias error is introduced.
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3. INS/GPS structure with Kalman filter

In this part, the general structure of the Loosely Coupled
with Kalman filter is introduced.
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Figure 1. INS/GPS structure

4. Kalman filter steady state

The innovation of this article is in the detection and recovery
of spoof attacks with the Kalman filter's steady state. Due to
the lack of direct effect of spoof attacks on the error covariance
of the Kalman filter and its gain, it is possible to detect spoof
attacks due to sudden changes in GPS measurements for
position, velocity and error covariance.
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5. Results and Discussion
After the spoof attack is detected and recovered, the blue
trajectory leaves the reference trajectory.
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6. Conclusions

As predicted, the loosely integration of GPS/INS data during
a spoof is faced with a big error. This is while the data
integration has a good performance in conditions without

spoof.
The existence of spoof signal in GPS can be detected when
combined with inertial waves through the use of Kalman filter.
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